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Tarrant County 2020 Election
Fraud

11/09/2021

BY:
GUY SMITH

STATISTICAL IRREGULARITIES

Fraud Red flags In Tarrant County,

-Trump Is ahead on Nov 4th but the mail-in ballots just
keep coming and Voila! They flip the largest red
Urban County in the USA.

-Several Tarrant County Precincts recorded more than
100% voter turnout

-As of Nov. 6 there were an estimated 28,016
defective (Runbeck) ballots that had been or
needed to be adjudicated

-There is an increase in 'registered’ voters that almost
maliches the adjudications (Phantom Voters ?7?)

- Are Mail-In ballots being treated the same as
Absentee ballots? How are they distinguished?
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Tho 817% volar turncut “Glied” was in Precinct 2220 on 1he NE corner of Lake Aringion.

Heider Garcia fixed the "GHce" by 896ng 2,378 mew roghtratans o st Precinct.
Viare thay legtimate 33a8ons? Only 3 Sl Fornsic Asdil wil answer hat question
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Runbeck Ballot Fraud In Tarrant Co.

“Before tha Ebction, as of 1027720, Baliot Scanning Nackerws had already
rejocted 22 000 Malkla Balicts (about 2ne-thind) frerm Rundeck in Terrart Couny

“Heider Garcia, formet Serattrratic Errployse and curment Blacton Admministeater
of Tamant County stated “the orobiem & with & bar code prinded on e balloly, Paf &
et 100-percont Rodie "

~Tarrart County roved away Som in-house ballot penting this year, contracing véth
Hunbeck Electon Sanvices in Phoentx. Argona. All these balicts were adjudicated,

-Runbeck reloasod the foliwisg siatement (cbza 1072720)
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Runbeck Republican Misaligned Ballots

Damocrat Fubon County Example
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Question: How many of thase Runbeck Bailots were Adjudicaled for Trump?
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RUNBECK Printed 30% of the 2020 Paper Ballots in America
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“Did you know that RUNBECK propped abowt 30 milon baliafs natiomwide accounting
for appraximately 30% of off the Novembar gaper election ballofs? Ron CodeMaonkeyZ

0 Tarsas Woodard O
‘ The Grooming Press Release

The intigue continues, though (as previously said) this
has zero impact on the outcome.

Another update from Tarrant Co_now shows Biden
*ahead* of Trump by 427 votas in what has, until now,
been the nation’s largest urban county to remain red.

e A A &\ » - - - ¢
-»,'.r'an sVotelexds Poieclt

2020 Presidential Results

Tarmart County had a reported 1,185,888 registerad voters for the
election cycle (Ofical 2020 1,216,618') per the same website,

which meart turnout was 69 .51% for thes year’s preskental alection.
As ol 612 PM CST Noverrber 5, 2020

Trump: 403,271 total votes Blden: 403,698 total votes
Absentes: 20,032 voles Absenteo. 34,181 votes

Early In-person: 331,053 votes Early In-parson: 323,384 votes
Becton Day in-person. 51,386 votes Election Day Inperwon 48,133 votes

Final 409,741 voles (4909%) The BigLie Final 441567 volos (49.31%) I

Note there was an increass 1 registered volers of 30,730 registered voters ths year

Final 444286 votes (5323%) ™heTiulh  Final 377,022 voles (45 17%)
an advantage of 67.264 votes Trump bad an B.1% margin erased by 1 Intrusion




Rigged Election Network Architecture
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Tarrant County Texas Election Fraud 2020

&1 T3 Trump InPerson Vs Tarrant County, 7X
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5 Votes for Biden
gained in the suburbs
of Fort Worth But
Trump still wins
those areas
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November 2020: Tarrant County-Wide Election Results
Displaying Margin of Victory as a %
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How Our 2020 Election Was
Stolen with a Computer Simulation

“They weren't fortifying the
Election, they were rigging it with
PID controllers”

Guy Smmn, 1021

Qur Election was Stolen with PID Controllers

+ The 2020 Presidential Race was not an Election
. g'mummsumumpnmbu 2 Presidensal

+ Basically no one's vote was actually counted (see neid Shide)
. B‘Thdgmcom of tha race was pre-dotermined 1o be a “win" for
n

+ This Presentation is a Summa onmwmporm
Smilh's expose” that our wiag siolen by 8 Computer
Simulatson that used 50 PID Conlrollers, one par State
hitps:/t me/ladydraza

+ The most common appication of a PID Controlier is the
“Cruise Control”in cars

+ Thetemm PID Controller is used loosely here io signify &
:nm m t'r:lmr than an exact undMn It
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Only Dealing with Item # 1
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Control Variable of the Elections, R/D
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Ll R = yoles scouimaaied by Repudioen Lp totme ¢
Let D = volas accumadated By the Democrat up fo time 1
A s the controfled vanahie of e Electon
Ry s the st poirt, > 1 for & Republican win,
=1 fora Dem'win
The darmping talo Tis hypically doson bob
Syster is sald o be cntcaly dampes G = 1

Bection Fraug Systerms are nearly icaly damped . TR s T IS eI
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Step Response of Colorado during
the 2020 Election

Colorado %Trump votes/%Biden voies
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Modifying Voter Roles with Phantom Voters

Draza Smith’s 6t Order Polynomial

APPARENT NTRUMP/%BIDEN RATIO TARGET 2020

£0 Parallel PID Trackers,
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at State Board of Elections

ES88 - 2x
EVS §.2.0.3 EAC Certilled Network

Rhode Island EVS 5.2.0.3/5.3.0.3

Statewide Network System Configuration

I ELECTION

Regional Tabulation
Equipment (30 Towns)

VERITY VOTING SYSTEM HARDWARE
Procinot Based 8 ing Tabulator — Verity Scan

For use at poling places, Verity Scan 5 a digita scanning
sokition foe paper baiots. Aftar making & papes ballal, tha
veler feads | direclly inte Viery Scan, Scan uses a
lowchsoresn Mermacs based on EACIAKSA Deugn for
Democracy stylos.

Vaty Scan can peinl balot coust 101815 o tabulaled resuls in
ihe poling place. The balio! Image = slarad as & Cast Vale
Record (CVR) on a Verity vDrive flash memory dindce that can
De read by the Venty Count tabutaton and repaeting softwars,
Venty Scan includes a compact and durabie inlegeaind alarnge
case for iransporiation and storage,

Varity Scan with Relay (Option)

For Mchigan, Varity Scan is avaikabie with the Relay option,
which enables electronic fransmission of cast vol8 records
directly from the devize 8 e ceniral election offce, Relsy
autermstically starts the data transmission process when sols
dose 3nd requres no 1echnical angagement by poll workers,

Adaptable Relay utfizes broadband technology » a form of saciee, COTS modams that e compatible

with local junsdicions’ prefemred telocommunications carfar,

MICHIGAN VERITY CONFIGURATION
The Confractcr's Verty configuration for the State of Mictigas supports @ seamiess wordflow and accommodates the varid
needs of the State’s counties and local jurisdictions

) !

COTS mobie broadband Verty Scan's
modem with USB connectivity,  «DrveUSH Vodem

Avafable for both COMA and compantment, ooen, showing
GSM catries. modem with USE corniection

and vDive,

Cinco RVDE2
VPN Router

hIEs Jiwww.Cluzenory/np contanmupioedsfmigr stionfUlgs an _smooth _slirelejpy

Varity Scan's
vDrive/USE/Modem
compastment, closed and
lockad,

Secure Like olher Venty components, Relay indiudes Hart and Varly FIPS-complan! ercryphon and

dgtal sgnatures for authanbeation

Automatic transmission of Jata. After the poll worker clases the pats and pants a lally, the data

TArSMESUCN Process ausamaticaly launches
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Coalition

January 7, 2020

Charrwoman Chnsty McCormick
Vice Chair Benjanun Hovland

U S Election Assistance Comumission
1335 East West Highway, Suite 4300
Silver Sprning, Maryland 20910
cmecormuck @ ac. 2oV

bho land Geac gov

RE  Request to investigate ES&S for misrepresentations regarding EAC
certification of voting machines with modems

Dear Chairwoman McCormick,

We wrile 10 you 10 request that the Election Assistance Commission (EAC)
inilste an inquiry and investigation into Elections Systems & Software (ES&S).
ES&S may have violated, and likely continues to violate, Sections 5 14 and 5.15.1
of the EAC Testing and Certification Program Manual Version 2.0 (May 31, 2015)
(TCPM)' by representing or implying that the DS200 with modem configuration is
EAC centificd when in fact only the DS200 withour modem is EAC centified *
ES&S also may have violated Section 5.16 by failing to wamn parchasers that
adding an uncertificd modem to the DS200 will void the EAC ceriification of the
voting system in its entirety. The EAC should imvestgate this misconduct, requine
corrective action, and determine whether 10 suspend ES&S's nmunufacturer
registration

' Election Assistance Commission, Testing & Centification Program Manunl v 2 (May 31, 2015),

avadlable at lup b ly 2t eOn
IESAS FVS 5.0 0.0 Cemificate of Conformance, avwrtlable at htp  ba Iy 352101 4 (May 16,

2013), The ES&S EVS 5.0.0 0 Ceruficate of Conformance und all docaments ciled herealter
relating 10 the cerification of the EVS 5.0.0.0 are available af hitps /wiw cac gov votig:
equipanent cvy SN/

1. Background

ES&S manufactures the DS200, a precinct-based ballot scanner and vole
tabulator. The EAC ceruified the DS200 without a modem in 2009, under the
Voluntary Voting Sy stems Guudehines Version | 0 (VVSG 1.0) as part of the
centification of the ES&S Unity 3200 system.’ [n 2011, ES&S submitted a bew
voting system. the EVS 5.0 00, 1o the EAC for cemification. As pan of the EVS
5.0.00 system, ES&S sought certification of the DS200 as a stand-alone precinet
scanner, as a precinet scanner with wired modem capability, and as a precinct
scanner with wircless network capability. The testing agency subscquently
developed a draft centification test plan (o test all three versions of the DS200.*
However, on August 13, 2012, ES&S withdrew both the wired modem and
wireless transmission configurations of the DS200 from their application process. ¢
Thereafler. the testing agency revised 1ts test plan and tested the EVS 500.0
system. including the DS200 only as a stand-alone precinct scanner.” This version
of the EVS 5.0.0.0 sy stem—which docs ot include cither a wired modem of
wireless tnnsmission configurmtion of the DS200—was cenified by the EAC 0
VVSG 1.0 standards on May 13, 2013, Since imnial certficaton, it is our
understanding that ES&S has not submiticd a wired modem or wircless
configuration of the DS200 for EAC 1esung or centification

2. Misrcpresentations

Despite withdrawing the wired modem and wareless configurations of the
DS200 from the ceruficaton process, ESES continues to offer the modem
configuration as an optional add-on to the DS200. Through a “product one-sheet”
currently available on the ES&S website and appended to thus letier as Atachment
A, ES&S identifies the DS200 ~optional wireless modem results tansfer with

" Beta Quality Assurance, “Election Sysiems & Software Unity 3 2.0.0 Voung Systcm VSTL
Certification Test Report (2009, avaloblde o hitps www g gov documenita 000 T 22 e
ymn-‘2(’t>wu-ztn~m‘m:‘_£ﬂ4_*:‘l)_

Wyle Laborstones, Cerufication Tewt Plan, Cemfication Test Plan No. T5S9987.01,
Munufscturer System EVS S.0.0.0 (Mausrch 22, 2012,

' Steve Pearson, Vice President, Cortfication, ES&S, Lettor 0 U S Flection Assistance
Commission Re! EVS 5.0.0.0 Scope Revision (August 13, 2012),

' Wyle Laboratones, Cortification Test Plan . Cemfication Tews Plan No. T59087 01 REV D,
’Munulu‘mt« System EVS $00.0 (March 22 2012)

ES&S EVS 300 0 Cemuficate of Conformance; Alics I Miller, U §. Electon Assistance
Commissen, Lotter to Stev ¢ Pearson, Vice Prendent, Certification, ES&S. Re: Agency
Decinion—Grant of Certification (May 16. 20 13x Wyle Labomtones, Test Report, Report No
TS9OKT G1-01 Rey A (May 1, 2013)
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1. Requested action

mvesugntion or i ES&ES s any wiy uncoopentive, 1o suspend the company 's

the EAC should reserve the right, based on informabon denved from its
fegisination indefmaicly

Sttes and connties aoress the country rely npon te EAC cenification
process 10 gude helr choce i voting systems and vendors. And the EAC

S including requinng corresting

misicading clams. Soction 5144 of
Progeam Manual provides 2 broad nnge of remedics
slam

misreprescreaton of cenicaion

The EAC should neormusly apply it standands and protectio s, and take
action, decerification. and munufactures SUSpE

respoensy whese vendon nake false and
ihe Tesung and Conification

swift
for vendor

ceruficd by the EAC Rules

comctly requacs veadon o advertse cortification only when alf componemy of

he ady ertised syslem has been thoroughly tested and

on. ™

S has repeatedly advertiscd iy

ponent 16 ESZS’s volng systems—as

We therefors agmn respectfully request

Rorald A Fen, Lega) Dircctor

lotn C. Bonifaz. Bresklent
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(Section S 15 4)

Ben 1. Clements, Chair of the Board

Free Speech For Peopls

For this reason, we strongly wngo (he EAC 1o investigate ES&S's alkoped
violauons of Scctions 514, 515 1. and 416 And if ES&'S requests an

1320 Cetvtre S 23058

t cure i1s violanans, the EAC should require substantive action on the veodor's

Newton, MA 02459

(617) 2493013

langusge
PIoactve steps Lo SOLTect iks crmor,

Sumply removing the advertiscincis or adding cwative

necessury . ot not sufmicient: ESKS must take

pan

Viee Presddent of Policy i Program
Nutiomal Blection Defense Coalitron

Susan Groenhalgh

shesteticed frecspecchiomeonle o

and conducting public fonams

oy that “La) wapendod

sote on mogen-cqupped DS200
machines Fonhormeore, the EAC shonld subject ESRS 1o ngarous overview of ics

of rogisire

Maw ifwcuror may oot bt o wm'm e (i corti flcution ©

requimments fry sngaging o esanuparent sclivities scopsiaicol widl i Mascad of (abog 10

incleding but not luwited W ccgotiating with partics thet lave puc hased the
ahertiszments for such penod of (me as necessIryY 10 reassure yoiers tuonghoul
the couitry st ESAS Ras learmed (o secumicly sovenise ws cenificions Finally,
sooperete with the EAC, S tegmbrution may be wasponced unil suchs iime s (he Iwiis it

cuipmenl 10 reach an sppropeeie seitlement of danmages; resnieg public
Advenmuements in all staies that have, or arz consdenng the purchase of (he

DS200, 40 schisow beddpe and correct the omissens;
" Sextion 2 £ provides hat “[w [heo Manufacutiess viodate (B cottileation progmm s

for somers w i have had to, or may have to,

remediod * Ulider Sewiiomn 262,

Seprember 15, 2020

The Honorable Laurel Lee
Election Direcsor Mann Matthews.
Diviston of Elections

Florida Department of State

R.A Gray Building

500 South Bronough Street
Tallahasse, Florda

Dear Secretary Lee and Director Matthews,

We, as members of the computer science, cvbersesurity, and clection mtegrity communities, are
WTIting 10 urge you 1o act now 1o protect election systems and minimize atiack vectors by
climinating the use of wircless modems and public telecommunication infrastructure. including
the Intermet, m election systems:

As we rapidly approach the 2020 general elections, clection administrators face unprecedented
challenges conducting elections. The COVID-19 pandemic continucs to disrupt ordinary
operations and requires new procedurcs and protocole. As officials grapple with these
extraordinary events, we must not lose sight of the fact that our elections remain under attack by
the opponents of & free and fair democracy . who wish to compromise our election infrastructure
to sow chaos, distrust. or even manipulate the election outcome

[uring the 2016 election cyele, Russian mtelligence agents gained and maintaned access 1o
State and County board clection networks.' These efforss have not abated, intelligence officials
maintain that foreign agents continue 10 try to hack into LS. election systems © We must assume
that all election systems are under attack by hostile agents seeking 10 corrupt, manipulate of

disrupt our election systems,

Wireless modems connect voting systems to the Infernet

It hats been asserted that voting machings are not vulnerablé to remote hacking because they are
never connected 1o the Internet, but bath the premise and the conclusson are false. Flecuon
svstems can be directly or indirectly exposed to intemel-based attacks. Moreover, miny votng
machines currently in use around the country use embedded or integrated wireless cellular

= Anwaningt Taeminn Aty ins sod Totentame e et US Dedtinng” O wf the Directer uf Notious! Letolligeses. danuiry
0BT Avaddidle af At /oo dna gondfites ddacaments HCA 2007 @) pdlf

FWilliam Evaming, the alection securaly conr for (e White Fouse, roovnibly swonl o stsdement warneg thal levign agonie
“sook A0 Compremles our shect i srlroslruciue . WO Con oS omeitor s s cyber o/ tons 1Eyog e Gain aeoess Lo LS
state swind Todarnd et s ke, spcludong Vs rosponeibln i mamiging sdations ™ “Statament by NCSC Divestnr Wiliom
Evanima |00 Dy Untd Ebsction 20207 Office ol the Directer of Nomsal lalelligence Jaly 24 MH0 deanlabe ol

Ardpe s 2w et gon / inder ple Avenaevesed prves-rebse ten/ 2135 dndesaent -y e disecior -satliam eaeim - | 00 days -
wntalwlorfim. 2000



modems to transmit unoflicial voie totals to county election management systems. These vote
totals are typically received at the County on standard PCs that are regularly used to program
voting machines and aggregate vote totals. Though these systems should never be directly or
indirectly connected or exposed to the Internet, the use of wircless modems directly connects
those devices to the Intemet and exposes them to [nternet-based attacks.

Voting system vendors may have asseried that cellular modems utilize a diffcrent network, but
today’s cellular modems are part of the Internet, making the systems vulnerable w0 common
Internet-based attacks, This fact has been explicitly and unequivocally affirmed by the National
Institute of Standards and Technology (NIST).? In fact, computer securily researchers have
demonstrated that these systems are visible on the Internet to potential attackers.'

Furthermore, wireless modems introduce their own inherent weaknesses that can be exploited to

compromise an election system.® In addition, a cellular device can be tricked into connecting to
false mobile cell towers (such as Stingray surveillance devices®) enabling significant disruption,
and if there is improper authentication of a connection, there could be false reports from devices
impersonating precinct voting machines.

Connecting to the Internet, even briefly during machine maintenznce, programming, pre-clection
testing, poll worker training, or on Election Day, makes the system vulnerable to attacks that
could impact current or future election results. When contemplating the use of wireless modems
and connectivity 1o public networks in the next generation of the federal voluntary voting system
gwdelines, NIST wrote:

“There are significant security concerns introduced when networked devices are then
comected to the voring systen. This connectivity provides an access path lo the voting
system through the Internet and thus an attack can be orchestrated from anywhere in the
world (e.g., Nation Stare Atacks). The external network connection leaves the voting
system vulnerable to attacks, regardless of whether tite connection ts only for a limited
period or if it is continuowsly connected.”” '

‘At & Decnmber 18 2019 presentutisn te the EACT Tochnical Guidelinos Duvolupment Comamities, o NIST official statod that
s of wireluss modesea: *., . make the eoting system a mode an the interned.... fand) alw conld potentiolly provide an entryir
for remnte attorkere, hut mod st close ramge remote atlockers, ance you're an the mlernel nosw eren further sotion-skate
wdtackers may have ocress fo you, What's the impact of theu7 It could be o lasz of confickentiohty and integrity of thal mting
syedems unad thot information that'e ow the voting syctem., Jf yon're olle (o inject maluare inlo the veling sysiem, som you can
charuge the data, wite you can chonge e informatian Ihad’s witkin the voding sywiem, or chamge the belavier of the eoling
eyrdem ibself. . Aeailable ab: Wiips/ O e gor/eceals JI0010/ L0 18/ eac-techuical-gyidelinge-deyelop mend. commitloe:
ponferesce-call meeting- JX 1Y 2930

* Kim Zetter, “Exclusive; Critical US, Eloctisn Systoess Hove Boen Lalt Exposed Cnbno Despite Official Desials,” Viee,
August 8 D16 Avwidable at: Mtpa //awewioecom/on_walarticle /Ma=k/ cxclusive-crntical us-eloction-grstoms face-been-
leftvxpoved-anline-despite-officiol-denialy )

! Medens wro known to hive boon compaumnised by furoign agonts by oxplitiog known weaknossos in s compnly usd
Horder Guteway Protocol (BGF) 1o re-roxle traflic st the devction of tho sttacker. This weakuess hos boon termex! the
‘wotorious G and bs reckoaed to be the “intermets biggust socunty bole. Seer Kim Zottor. “Hevended: The luternet's Biggest
Socursty Halo” Wired, Aug 28, 2008 Aruilobde at: biap: ¢ /vevear. vivexd. com / X802/ evavaled -the-in/ :

! For an introductery overnew of these dovices seo geaorally, MS[-cafoher, ittpe Son wilapedia ongiwimdex ohip atde - IMST
et okl =1 20055 (lose visited Oce, 2, 2018)
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NIST extended its waming to caution that wireless modems expose voting systems to
ransomware attacks, a dangerous threat that has crippled municipalitics,*

Recognizing that election administrators will need other options for transferning election results
officiently, NIST outlined several alternative ways to transfer election results which protect the
integrity of the voting by ensuring a robust airgap at the voting machines and the election
management system. This is most easily accomplished by transferring the results (by appropriate
means) to a separate device which is on the Internet, transmitting the results to another device il
the county hesdquarters which is also on the Internet, then transferring the data from that device
o the election management system manually or by barcode, while maintzining a secure “gir-gap”
for the clection system itself. We urge you to review their document” which provides altemnative
transmission methods.

Therefore, we strongly urge election administrators to cease all use of wircless modems and

provide these recommendations:

I. Voting system components—from vote capture and tabulation machines to election
management systems—should not be connected to the intemmet, cellular network, or other
public telecommunications infrastructure at any time, even temporarily, from the time of
manufacture until end of lifc through wireless modems or other means.

2. Flection administrators should not transmit election results from vote tabulation devices over
any network, including cellular networks, “dial-up” connections, and the Intemet. Instead,
they should sdopt procedures to transfer election results on digital media such as memory
cards, thumb drives, or paper to election management systems. Removable media should not
be re-usad only brand-new storage devices from a trustworthy source. No device that is ever
connected to a voting machine, tabulator, or election management system should ever be
connected 1o the Internet or any other network, including cellular networks.

3. Cellular modems within voting systems should he plnsically removed, not simply disabled in
software,

These recommendations do not imply that posting unofficial election results on properly
configured and protected public accessible govemnment web sites should be stopped.

Discontinuing the use of wireless modems in voting systems will not make voting systems
impenetrable, Many other attack vectors still exist. The only way to ensure resilience in voting
systems is by requiring voter-verified paper ballots, verifiably secure chain of custody of the
ballots, and robust, manual post-election audits of the results against the paper ballots.

* “Haltemore govurmment heled hostage by hacken’ rassimware,” S50 News, May 24 2000, Avaikeble o)
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* Mternsiive methods of election resalls transmessions aro sushined in this decamont “Wiroless Use Case Analysis,” from the
Nauteoal Inststute of Stanilanls and Trchnokegy Cyber Secusity Werking Group, Aeailoble o
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from the Internet?
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computer W inow £'s @ bad idea 10 cornedt volng machines (and camvassing Gorpitons)
10 the Insamel. bacause this Miows thes vidnesablition 10 be expioted by hackers anywhowe
nihe wodd. (o fact, a juSge In New Jorsry raked in 2008 thee the ade must not connsct s
WIing MmEchines end GuTvassng cOmputons to the intenet, for thal vory roason) 56 the
Quoston & does DS200's cell-phone modem. in efect, connoct the voling maching 10 1he
Intomes?
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Atlormey General Dana Nessel

G. Mennen Williams Bailding, 7th Floar
525 W. Ouawa St

PO, Box 30212

Lansing. M1 48909
October 3, 2020

Dear Attoroey General Nesscl,

We wiite 10 you 10 request your office initisee an inquiry and investigaton o
Election Sysiems & Software (ES&S), mgarding nESTEpresentitions in its voung
SYSiem contact with Ihe stae of Michigan relevant to the use of the DS200 badks
mbulator with wireless modem '

ES&S sold a version of #s syseem 10 several Michigan bocalitics that is
expressly designed w0 tansmut clection sesults from the DS200 ballot tbulasor o
the clection mansgement system via wircless modems 1n i1s contracy with
Michigar, ESAS chamcrerized this as 3 connection © “celiular networks. ™ while
simultancowusly and repesedly mststing © both government officials and the public
tol nane of Hs vOring systems ever connec! Lo the ikemet. Ths false and
mislcading disuncrion between “csllalar networks” and the mnfemet %as boen
conclusnvely refuled —~ES&S's systems with modems ave exposed Lo the intermnet

ES& S should be compelled 1o remove the wircless modens from its svstems wt
DO Col 10 Laxpayers, a8 reqeired by the contract If ES&S refuses. vour office
should consider legal action ngainst ES&S forbraach of coninct, breach of
warmany, and‘or fravdulent or reckless msreprescntstion. By sclling sn ingemet-
contected votng sysiem, ES&S Ias not only misled the voters and Iacal clection
officials. but also endangered the secunty of Michigan's elections

| Fov Spwnaty For Pogie s s 000 peefil, taovpart e pabiar iternil Ll orpuscss ey Gt st 1o sl e s
vy vl ctar Lindect Bimtan Ottt iom e e pemg le Aw giars of sewr el sw movommen il 4
grmatinng Himegh wynl aComm merirn. Lraempamat. U st nertfly sl aoosssitls veling sywssns Mo ol stos
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1. Backgrownd

2 DS200s with modems arz not federilly cortified

ES&S manufacures the DS200, 3 precingt-based ballot scanncr and vole
tubalator. 14 2011, ES&S ssbraitted 8 new voting system, the EVS $0.0.0, 10 the
U.S. Election Assistance Commission (EAC) for fed:eml certification As part of
the EVS 5.0.00 system, ESES sought centilicaton of the DSX00 in three yersions:
(1) as a stand-alone precinct wanner, (2] as a precinct scanacy with wired modem
capability, and (3) as a precimct scanner with wircless actwork capatulity - In the
third coafiguration, o wircless modem is present in the polling place abalation
system and used o tmasmy wpofficaal clection results o the junisdiction’s election
managemeat systems. Thus mcans both the ballot tabulaing machine and the
ckcton management system (ENS), a crinical component that programs the voling
systent and aggregates vole omls. connect 10 Ue niemet

Unable 0 meet fixleral requirements for modens, ESES withdrew bath the
wired modem and wireless transmission configurations of the DS200 from tiest
application process 18 August of 2012 ° This vemion of the EVS 5.0.0.0 system —
which docs ot include either 2 wired modem or wirehess tnnsnibsion
configumtion of the DS200—was cenified by the EAC 1 VVSG 1| 0 standards o

May 13,2013 Several subsequest versons have also been centified. all without
modemy.

There is widespread corscusis arsong eloction cyberseourity experts that voling
systems with the capability to corficct to the mmemer, through wirsless modems or
other means, we highly insecure * In conteplating the securtly concems specific
1o the use of Wircless modenis in voting sy stems, the Natiosal Inginute of
Standards and Techialogs (NTST) wiote:
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“lf an attacker gains accexy o the voting system thraugb wireless technology,
they moy be abie to remotely inject malware or modify filex withim the voling
system. This impacts the integrity of the information on the voting svstem if the
malware is able 10 modifv files xuch as, maliciousiy tampering with tabulation
results or deleting ballol recards, The cmyﬂdmnalm of the information on the
voting system iy impacted if the mahware is uxed to reconfigure the wireless
technology to send data to an unauthorized recetver .

Expasure to the Intornet may also enable nation-state attackers 1o remotely
inject nmhare that maliciously modifies or deletes files within the voting
svstem. ™"

According to NIST any device that has this capability can be hacked remotely,
including by nation-state actors *

Since untial cerufication, it is our understanding that ES&S has not submirted a
wired modem or wircless configuranon of the DS200 for EAC testing or
cerufication. Instead. ES&S offers the DS200 with wireless modem configuration
10 customers under its never EAC-cenified system EVS 5.3 2 0 and other
versions.” Though not federally certified. ES&S repeatedly falsely claimed to its
customers, in markcting matenals and publicly avmlable mformation, that the
DS200 systems with modems were federally centified *

ES&S sold DS200 scanncrs in seven Michigan countics: Bay County, Emmet
County, Grand Traverse County, Kalamazoo County, Macomb County, Mason
County, and Roscommon County ® Researchers have found ES&S election
management systems for at least four Michigan localities visible on the internet,
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indicating that ES&S delivered thss configuration to, at least. these four
Jurisdictions '

b. Contragt

In 2017, the Michigan Sccretary of State approved three vendor statewide
contract proposals, allowing localitics to purchase sy stems under any of the
approved contracts '

The ES&S contract offers a base system and then idenifics a proposed
modification (o the proposed base Michigan voting sy stem, to include the wircless
modems. In the contract, ES&S acknow ledges that the modification 15 not EAC
certified.

“EVS 5.3.2.0 s a modification of the EVS 5.2.2.0 that allows for the
transmission of unofficral election results on election night via landline or
wireless modeming from a precinct based DS200) and/or from regional

collection sites to election central via the AT&T, Sprint, or Verizon
network. ™'*

Howcever, the contract gocs on 1o misstate the difference and omit the fact that the
modem modification will make the system imdemet-connected.

“ES&S Footnote: ESAS confirms that the gnly functional difference
between the Baxe Svstem (EVS 5.2.2.0.) and the Modified System (EVS
5.3.2.0.) 1x the additton of modem functionality 10 allow for electronic

transmission of unofficial results “** (Emphasis added )

It ts imporant to understand that in this configurtion the connection and cxposure
10 the imemet 15 not lumited to the tabulator with the wircless modem. Lo order o

receive the trmnsnutted unofficial results, the election management system (a
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¢ntical component of the clection system which not only aggregates vote fotals but
also programs voting machines) must be connected and exposed to the internct for
a sustained peried of time. This constitutes an additional significan fanctional
difference in that the clection management system must be enabled for internet
connectivity, have access o the internet, and be actively connected (o the internet

for sustained periods of time in order to receive the clectronic transmission of
unofficial results from the modems.

c. ES&S False Claims

Internel connectivity

If Michigan officials did not understand that use of wircless modems directly
connect and expose a sysiem (o the intermet, this can be directly attributed, not just
to ES&S’s conspicuous omission of this fact, but to potential false claims and
misrepresentations made by ES&S in other materials,

Through the contract and in public statements, ES&S represents the wireless
modems only as using “cellular networks ™ (By contrast, when discussing the
transmussion and posting of election night reperting systems - which are expected
10 be transmitted and posted on the public intemet - ES&S explicily acknowledges
the transmission will be conducted via the internet.) But much more importantly,
ES&S has repeatedly represented to its customers that none of its voting systems
ever connect to the intemet As recently as January 2020, the ES&S website stated:

“Zaro. None of our voting tabulstors are connected to the Internee.”™"
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Another ES&S webpage litled “Lat’s get the facts stexight -~ stated:

“ ES&S voting machines are never connected to the Internet. *

preLecToN o —

Let’s get the facts straight.
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ES&S has also repeated this misinformation in direct emails 1o its customers. Inan
email sent to ES&S customers on the eve of the 2017 DEF CON hackers
conference ES&S sent an email 10 its customers that stated:
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*Can you perform a cyber-attack on something that is not connected to
the internet?

The units that tabulate votes and the computers that contain the software o
program those units are NEVER connected to the intemet.™'*

ES&S made these claims while selling devices configured specifically to connect
to and receive unofTicial results over the intemet.

Federal Certification

As noted, ES&S s misstatements regarding its systems with wireless modems
extend to misrepresentations regarding federal cenification. In January of 2020,
Free Speech For People sent a letter to the EAC detailing cvidence of falsc claims
and deceptive marketing practices by ES&S designed 10 misrepresent its voting
systems with wircless modems as federally certified. The EAC conducted an
investigation and concloded that ES&S misrepresented its systems with modems as
federally centified when they were not. The EAC also directed ES&S to contact all
its customers that had bought systems with wireless modems and acknowledge that
it had falsely claimed its modemed systems had been certificd.'”

Though Michigan law does not require EAC certification, the State clearly
values it. The Michigan contract explicitly stated:

“A. Federal Testing and Certification Requirements

Contractor’s system shall have been tested and successfully completed all
certification steps required by the U.S. Election Assistance Commission

(EAC) before the system will be approved for implementation in Michigan "

In short. ES&S appears 10 have misled Michigan officials to belicve that its
modemed sy stems use “cellular networks,” not the internet, because ES&S voting
systems “never” connect to the internct. ES&S also advertised its systems with

= Saw attacharent A
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modems as federally certified when they are not, and ES&S claimed that the only
functional difference from its federally certified system is the transmission of
election results, without acknowledging that both the voting tabulator and cntical
clection management system must be connected 10 the intemet.

2. Grounds to compel removal of modems

In August of 2019, a news report disclosed that researchers had identified
ES&S EMSs on the internet in Michigan, meaning that they could clearly identify
the IP addresses of ES&S EMSs on the internct in the state. This means the EMSs
were connected to the internet and visible to the cthical rescarchers as well as
malicious actors. The rescarchers reported that even after notifying the national
Elections Infrastructure and Information Sharing and Analysis Center (EI-ISAC)—
a 24-hour watch center funded by the Department of Homeland Security —of their
discovery, systems in Kalamazoo and Roscommon remained online. Another
Michigan system was also online, but rescarchers were unable 1o pinpoint the
jurisdiction in which the [P address is located.'?

The state should compel ES&S 10 remove the modems at no cost 1o the state or
localities. Michigan Secretary of State Jocelyn Benson later commented that if her
cybersecurity election committee recommends the modems be taken out, “we'll
take them out.™™ Removing these modems may prove costly. However, the
contract obligates ES&S to cure any “defects or malfunctions™ in the system, as
provided in Section 1.6 of the Contract’s statement of work:

“Contractor shall promptly natify the State and any Authorized User of any
defects or malfunctions in the Deliverable, associated System Software or
Documentation of which it learns from any source, correct any such defects
or malfunctions or provide a warkaround until corrected within five (3)
Business Days of knowledge of such defect or malfunction and provide the

W See: Zottor, yte 10
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State or Authorized User with corrections of same, at no additional cost to
the State or Authorized User. ™™

The systems with internet connectivity should constitute a “defect.” as they
do not conform 1o the contract's lerms. Consequently, upon demand, ES&S must,

within five business days, correct this defect “at no additional cost™ 1o the statc or
localites,

If ES&S doe¢s not agree 1o comrect this defect within five business days after
your demand, your office should consider judicial action. If it tums out that, by
including inlemet connectivity in its modems, ES&S cither breached an express
warranty, engaged in misrcpresentation, or clse breached the contract, the state
may be able to compel ES&S to remove the modems at no cost.

By including the EVS 5.3.2.0 in its product options for Michigan countics,
ES&S may have breached an express warranty. Specifically, by wamanting that i1s
voting system conforms 1o the specifications set forth in the contract, ES&S may
have also warranted that its voting systems do nor connect (o the internet =
Specifically. as noted above, in the contract ES&S “confirm([ed] that the onlv
funstional difference between the Base System (EVS 5.2.2.0.) and the Modified
System (EVS 5.3.2.0.) is the addition of modem functionality to allow for
clectronic transmission of unofTicial results.™* And while today s cellular modems
do connect to the intemet, the fact that ES&S expressly wamanted that the “only™
functional difference was connecting to cellular data networks means that their
connection 1o the internet is contrary to this warranty. Further, ES&S nealy omits
the fact that the EMS must be cnabled for internet connectivity, requires access Lo
an internet connection and must have a live internet connection (o receive the
ransmussion

5 Buate of Mihignt Enterprise Proscement Contmot No 07187700120 Depurtment of Tachnology.
Mmmm.nbdﬁudml(hhr l“')lunmk.(p -

DB Dl Sorw achegsn e (e T A0 N Cotitaeey, BOSNEE Tl

= Electiune Sgn-m Sonv:m ux‘ t':dnlm 2 Amecheoent |1 Voung Bntnn Herdwars, Contract No
MIB'I'JQJIZNW 12017

Dl s sk gt eonf Recusnont afene 7L BFT001 0 ESG N S b0 Sl A Teed Ky JO000 10 ot

l:Aa
= See txto 18 o1 Extubit 1 to Schiedu A (O)

Conscquently, EVS 5.3.2.0 has an important functional difference (internet
connectivity ) with EVS 5,2.2 0 that was not disclosed—a violation of ES&S’s
cxpress representation that “the only functional difference” was functionality
cnabling connection via landline or specified cellular data networks. Moreover,
this lack of conformily may also represent a gencral breach of contract. If so, the
state must give the vendor at least 30 days to cure such a breach or clse the State
may terminate the contract for cause, in whole or in pan.**

3. Conclusion

As the country approaches to the 2020 election—the first presidential election
since 2016 when Russian hackers attempted to infiltrate numerous voting systems
across the United States—it is cnibcal, now more than cver, that states across the
nation secure the safety of our elections. This includes ensuring that voting sy stems
cannot be hacked remotely by sophisticated hackers because those systems connect
to the internet. The Michigan Attorney General should act now (o invesugate
Michigan's contract with ES&S in order to compel the removal of wireless,
intemet-connecting modems in DS200s across the state.

Please do not hesitate 1o reach out to us if vou have any questions or if we can
be of any assistance. We stand ready to assist you and vour collcagues in any way
we can,

Sincercly,

Susan Greenhalgh Ron Fein
Senior Advisor on Election Sccurity Legal Director

susan@freespecchforpeoplcors  REcin@fmespecchfompeoplcorg

¢¢.  The Honorable Jocelyn Benson
Michigan Department of State
Burcan of Elections
PO Box 20126
Lansing, MI 48901-0726

 Suate of Michigan Enterprise Procuremact, Centrsct No. 07 IATT00 190, Departmsent of Techoodogy
Marimgeaent. and Budget (Mar |, 20iT)at pg 14
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Network Availability Across Precincts

Haltom City,
3/1/22

Wi-F -
NETWORKS

DIRECT-4d-HP M252 LaserJet &

9

DIRECT-97-HP M252 LaserJet @&

9

HaltomCity-Guest o
HaltomCity-Internal &8 =
Other...

Ask to Join Networks Ask >

Known networks will be joined automatically. If no
known networks are available, you will be asked before
joining a new network.

Auto-Join Hotspot Automatic >

Allow this device to automatically discover nearby
personal hotspots when no Wi-Fi network is available.

=

Grapevine, 3/1/22

COGEmployee
COGit
PSB_Employee
REC Guest

Student

Euless, 11/2/2021

Euless Recreation Guest

euless-staff

TC Elections

Other...
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From Master Agreement Between
Tarrant County and Scytl 2017

ARTICLE 16.-NOTICES

16.1. All notices given pursuant to this Agreement shall be given personally or be sent by facsimile, e-mail
of hand delivery; or by express delivery/courier service to a PARTY's address set forth in Articles 16.2 and

1€.3, with all postage or other charges of conveyance prepaid and shall be effective upon the actual
receipt thereof,

16.2. Unlass and until otherwise notlfled to SCYTL, Customer’s dddress for the purposes of this agreement
shall be:

Tarrant County Elections

2700 Premier St, Fort Worth, TX 76111

Attenticn: Stephen Vickers, Election Administrator
E-mail: SVickers@TarraniCounly.com

16.3. Unless and until otherwise notified to the Customer, SCYTL's address for the purpases of this
agreement shall be: > .

SQE SOFTWARE CORPORATION

5426 Bay Center Drive, Suite 525,

Tampa, FL 33609

Altention: Marc Fratello

Email: marc frateRo@scyt.com

cC.:

Scytl Secure Electronic Voting 5. A,

Calle Enric Granados 84

03008 Barcelora

Spain

Attention: Mrs. Silvia Caparrds de Olmedo

gmail: slivia.caparros@seytl.com

ARTICLE 17 - OTHER PROVISIONS

17.1.  Curg any failure by a PARTY to meetany of its obligations under this Agreement, must be brought
to the othar PARTY's attention, in writing. The defaulting PARTY shall have thirty {30) days alter receving
suth notification to cure such failurs and meet its ob!lgations.

17.2.  No Wajvers the failure of either PARTY to this Agreement to exercise any of its rights hereunder
vpon breach by the other PARTY arany condition, covenant or provision contalned in this Agreement shall

1423 Hosting.

Scytl Is responsible for new releases, security, maintenance, and uptime and will provide the
Customer with the following services:

3. Hosting of the software on Scytl’ servers in an Amazon Data Center rented by Scytl located
in the US and providing the Customer access to the hosted SOFTWARE seven (7) days per
week, twenty-four (24) hours per day, except for scheduled maintenance,

b. Instalation, test, and initial system set up in the servers in the Data Center.

Scyt] will provide the Custormer with the following support and service level:
a Availability of 99.9% uptime (excluding scheduled maintenance windows),
b. Full Infrastructure and network redundancy using distributed cloud locations.
¢ Reporting tools will be available upon request to show historlc data.
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SUBJECT:  SOE CORPORATION, DVB'A SCYTL - CLARITY TRAINING SOFTWARE oate  10/032017

AND MAINTENANCE - ELECTIONS ADMINISTRATION - $24,297.00

It i requested that the Commnissicners Court approve SOE Corporation, d/bia SCYTL as the sole
sowece for the purchase of Clarity Onlize Training Software and the Assurance and Maintenance Plan,
for Elections Administration, in the amcunt of $24.297.00.

BACKGROUND:

SOE Corporution, db/a SCYTL (Form HBI295 Mestification #RFQ 2016-434.1) provided the
Purchasing Agent documentation 1o substantiate the fact that they are the sole source for Clarity Online
Training software and the armosl Assurance and Maintenance Plan. This documentation claims that
SOE Corparation, d'b/a SCYTL is the only provider of this technology and the oaly company that can
maintain the Clarity Online Training product.

Under the County Purchasing Act, exemptions 1o the competitive bidding requirements are allowed for
cortain types of purchases, The stabstes require that the Purchasing Agent advise the Commissiomers
Court of the existence of only ane (1) sowrce, with such notice 10 be extered into the minutes of the
Court.

Accordingly, the above item has been determined % be sole rource under the Cousty Purchasing Act
262.024(a)(7) as follows:

"7} anitem can be obtamed from only one {1) sowrce, including:
(A)  ems for which competition is precluded because of the existence of patents,
copyrights, secret processes, o monopolics;™
FISCAL IMPACT:
Funding in the 2mount of $24,297,00 is available in sccount S78025/10000-2016/1 420000000,

SUBMITTED BY: | Parchaing PREPARED BY! | Rita C Paghey, CPO

APFROVED BY:

Service Fee

invoidng Date

Carity Election Night Reporting, | $83,357.00
Online Poll Worker Training, Melp
Desk Support and Asset Tracking
Annual Maintenance Fee 10/01/17-
09/30/18

Upon execution of
agreement by all
Parties.

SUMECT:  SOE CORPORATION, D/B/A SCYTL - CLARITY ONLINE TRAINING
SOFTWARE AND MAINTENANCE - ELECTIONS ADMINISTRATION -
$83357.00

Ahd Ns L
0 N . 3

It i requested that the Commissioners Court approve SOE Corperation, d'hia SCYTL as the scle sowrce for the
parckase of Clarity On¥me Training Softwars and Maintenaece, for Electicas Administration, = the amosnt of
§83357.00 and approve coatraet.,

BACKGROUND:

SOE Corporation, dd/a SCYTL (Form HB 1255 Identificstion #RFQ 2017-1175) provided the Parchasing
Ageat documentition to substantiste the fact that they are sole source provider for Annual Assurance of the
Clarity Online Trainiug, Asset Tracking, Help Desk Support, and Election Night Reporting software and
maintenance. This docunsentation olaims that this techeolegy cannot be licensed, purchased, or lensed from any
ather campany and they are the only company to maintain this softwure and services.

Under the County Purchasiag Act, exsmptions (o the competitive bidding requirements are allowed for certsin
types of purchases, The statules require that the Purchasing Agemt advise the Commissioners Cowrt of the
existence of only one (1) source, with such notice 1o be entered into the minutes of the Cogst. Accordingly, the
abave item has been determningd to be sole source under the Counry Purchastng Act 262.024(2)(7) as follows:

“7)  anitem can be obtained from only one 1) source, ixluding:
(A)  items for which competition is precisded hecause of the existence of patents,
copyrights, secrel processes, or monopolics;”
The term of contract is twelve (12) moaths, effective October 3, 2017, Additionally, the parties may cencel the
ogreemeat beginning one (1) year after date of approval and wpon ninety (90) days written notice. The contract

s sttached for approval and signature. The Crimival District Attarsey’s Office reviewed this contract &5 1o
form.

EISCAL IMPACT:
Funding in the amount of $83,357,00 is availsble in account S75025710000-201 8/1 420000000,

I
SUBMITTED BY. | Purchasing, PREPARED BY: | Rita C. Pauky, CPO

APPROVED BY:




Portions of Old SOE D/B/A Scvtl Contracts
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41T} <8 4 SUBIECT:  APPROVAL OF ADDENDUM TO THE HART MASTER AGREEMENT - RFP

NO. 2006005 - DIRECT RECORDING ELECTRONIC (DRE) VOTING
SYSTEM ANDVOR OPTICAL SCAN YOTING SYSTEM - ELECTIONS
ADMINISTRATION - HART INTERCIVIC

o DA ver

N

It & requested that the Commissioners Court approve Addendum % the Hart Master Agreement for
REF No. 2006-005, Direct Recording Elecircnic (DRE) Voting Systemn and/or Optical Scan Voting
System, for Elections Administration, with Hant EnerCivic,

BACKGROUND:

On Jenuary lO.ZOO?.meCminwgCom through Court Order #97174, awarded RFP No, 2006-

sicqm Recording Electronic (DRE) Volng System and/oe Optical Scan Voting System to Hart
1vig,

The addendum 2ds the following peoducts % (he Master Agreement:

SOE Clarity Modules 2nd Ongairg Maintensce
ENR, Mobik, Consrol, Stpport, and Trackiag
Hart Preventive Mainiemarce
JBC and eScan

Tee addendum s sttached for appeoval and signature. The District Atsorney’s Office reviewed this
contract as 10 form,

P! ,-."‘.‘1\ PN NIVBER
f@ﬁ; COMVISSIONERS COURT e, o
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e BIW2012

SAECT  APFROVAL OF AMENDMENT | TO CLARITY ELECTTON SUITE HOSTING
AND SUPPORT ACREEMENT — FLECTHINS AIIMINIS IRALION - 308
SOFTWARE CORFORATION - $813,102,00

L l\

NDA *<

It & requestad that the Corumissionens Count approve Amesgment | 1o Ulanty Blection Sui Hostiag
ed Suppot Apreemart, for Clocfion: Admmatration, with SOE Software Corporaticn for
SRIZ,100.0¢

RACKCROUND. |

Oc Moy 22, 207, the Coommissioecss Court, through Cowrt Oxder 710064, approved Anaal
Sollwire Acurance and Support Agreemarl wih SOE Sodwire Comortion for Hections
Acmiristntion.

The wmerdmen; adds e Clarity Eoction Suits, the ENR, Conteo!, Modlle, Stpoor, and Trackiag \
medabas o the exising capport sgresnsént. Turant County gress to remet peymont (o SOE Softwire
Caryorasons asthonzed panner, Hert BizUvic, i the ameunt of $313,10000, Tass is the cost of
Fesraiag, immplereerting, ard sepportieg the ENR, Coateol, Mosile, Eusport, anc Tracking mocules fn

a periad o five [5) yenes From the date oF exacusin of taz docurrent

Amendraen! 1 is attached for approval and digratone. The Dhistriet Attomey’s cffice reviewsd the
CORTract 8¢ 10 form,

FISCAL IMPACT:

Fuscing in the amoant of $213,10000 is svadabls in accousst 331001 M0027-2006/14 20000000
/Grant- 254




ARTICLE 2. - SOFTWARE SUBSCRIPTION

2.1, Provision of the SOFTWARE. Under the terms and conditions hereunder agreed SCYTL provides the
Customer with (i) the SOFTWARE as SaaS; (i) Maintenance and support services as defined in Article 4;
and (i) hosting for the SOFTWARE {all of them referred hereinafter as the Subscription),

2.2. Grant of License. Subject to the terms and conditions of this Agreement and payment of the
Subscription fees, Scytl hereby grants the Customer a non-exclusive, non-perpetual, non-transferable
license to use the SOFTWARE and the Documentation for internal purposes.

2:3. Rezervation of Rights. The SOFTWARE and Documentation are licensed, not sold. SCYTL end affikates
—-own and shall retain all right, title and interest (including without Bmitation all patent rights, copyrights,
trademark rights, trade secret rights and all other intellectual property rights), in and to the SOFTWARE
and Documentation and any copies, corrections, bug fixes, enhancements, modifications, Updates,
Upgrades, or new versions thereof, all of which shall be deemed part of the SOFTWARE, a5 the case may
be, and subject to all of the provisions of this Agreement. The Customer shall keep the SOFTWARE and
_Documentation free and clear of all liens, encumbrances and/or security interests. No rights are granted
to the Customer pursuant to this Agreement other than as exprassly set forth in this Agreement.

2.4. Restrictions. The Customer shall not {and shall not allow its customers or any third party) to: (a)
modify, translate, reverse engineer, dacompile, disassembls, or create derivative works based on the
SOFTWARE and/or Documentation, except to the extent that such restriction is permitted by applicable
law; (b) circumvent any user limits or other license timing or use restrictions that sre built into the
SOFTWARE; (c} sell, resell, rent, lend, transfer, distribute, license, sublicense or grant any rights In the
SOFTWARE and/or Documentation in any form to any person without the written consent of Scytl except
for the right to authorize the use of the SOFTWARE by its customers under the terms and conditions
hereunder agreed; (d) remove any proprietary notices, labels, or marks from the SOFTWARE and/or
Documentation except those trademarks which are configwable; {e) unbundie any component of tha
SOFTWARE #nd/or Documentation; (f) build a product or service that Is competitive with the SOFTWARE;
{8) copy any Ideas, features, functions or graphics of the SOFTWARE and/or Documentation; (h) copY,
frame or mirror any part of the SOFTWARE; (i) permit any third party to access the administrative portion
of the SOFTWARE or (1i) use the SOFTWARE and/or the Documentation in violation of applicable faws.

ARTICLE 3, - HOSTING AND INSTALLATION

3.1, SCYTL shall provide the Customer with the following services included in the Subscription Fee as
defined in Article 2.

a. Hosting of the SOFTWARE in SCYTL's servers in a Cloud Hosted Data Center rented by SCYTL
located in the US and providing the Customer access to the hosted SOFTWARE seven (7) days per
week, twenty four (24) hours per day except for scheduled maintenance, which must be
praviously agreed to by both PARTIES.

0. Installation, test and initial system set up In the servers in the Data Centar,

¢. Standard documentation including setup and back-office user guides in English,

3.2.5CYTL shal provide the Custemer with the following hostieg support end service levet

2. Availability of 99.9% uptime (exduding scheduled maintenance windows),
b. Raporting tocls wil be available upon request to show histaric data.
& Fullinfrastructure and network redundency using distributed cood IoGTions

ARTICLE &. - MAINTENANCE AND SUPPORT

4.3. During the Term of this Agreament SCYTL shall provide the Customer with maintenance services and
third level supporl in atcordance with the Service Leve! Agraamaent altached hereta a5 an Appendtc 1,
being integral part- of this Agreement, which shal consist of ([} the updating 3nd upgrading of the
SOFTWARE and (3) the maSfication and/or adaptatisn of the SOFTWARE In order to corract and sohve sy
defects, errors or malfunctices in the SOFTWARS;

4.2 The PARTIES have appointed the following persons 35 their respectiva Single Peint of Cantect [SPOC)

CUSTOMER: Stephen Vickers
Email: svickers@Tamantcounty com ' g

SOYTL: Wendy Williams
Emaik Wendy. WillamsE50tl.com

ARTICLES. - CUSTOMER AND CUSYOMER DATA

5.1. As between SCYTL and the Customer, Customer exclusively owns 2l rights, tith and ieterest is and
10 allits ata. Upon termination of the contract, SCYTL will assist the Cestemes with the trarader of
Custeener fies, election data, documentation, and ceher materials (at mo additional cost), with the
anderstanding that the ENR, Supgort, Truning, end Asset TROdAE softwase themsehves are pre-ecisting
solutions and remain the sole Intellectual property of SCYTL. Doth PARTILS will determine an agresd
upon timeframe for the reture of the data.

5.2. SCYTL shall notaccess Customer's Data, except to prevent or reszond 1o seevice of technlcal problems
orctherwise 3t Cusiomes request, SCYTL shad not disclose any Customer Data except as compalled by law
or a3 exprassly parmitted in writing by Customer,

ARTICLE 6. - DATA PROTECTION

£.1. In order to provide Maintenance and Support Services, ander this Agreement SCYTL may need to have
access or process personal data under the contral of the Customer. In that case, SCTYL, as data processor,
undertakes to comply with the requirements set forth in the applicable data protection laws and
regulations and, in particular;

8. To process the personal data only in accordanca with the instructions provided by the Customer
83 data controller;

b. Tonotapply or use the personal data for a purpose other than set out in this Agreement, and

¢ Tonot communicate the parsonal data to other persons even for their preservation.



Appandix A Software Maintenance Support Services
Service Level Agreement

@ syt oo L e

1 Software Maintenance and Support — Technical Service

"qurado'mansarevisionordlangeofvecsiono!theSomreleasedbysWﬂlouenduser
customers generally, during the Support Services Term, to add new and differant functions or to

description
increase the capacily of the Software.
1.1 Definitions
Tra Gefintions used 1 the Agieemenl are hoorporated beren by reference, In addion, (e fellswing *Maintenance Release” is a release of or for the Software that includes the most recent Palches
tems shal Bave 1 falowing meanky. “mm'

“Software maintsnance” & defined 03 e process of modifng o sofiware system of componest

afier cefvery 1o carract faults, envoes and tugs, to impiove perormance or other alfributes, of adapt

12 a changed environment.

“Ferfoctive maintonance™ inchades moddications and upgradas done in ordar Lo kaep the satwane

usable over 3 long peviad of fme. It includes new Sesturas and naw uper requiramans for refining

the software and mproving ils reiabilty and pedcnmancs.

*Adaptive maintenance” Includes medificaliors snd upgrades appied B keep the software

produsl up-to date & tunod Lo the changing environrenl,

*Preventive malnterance” chdes modlications end vporades to provent fubire issues of the

soltware, & aims 1o attend prodiems, which are not sigaificant o this mament but may cause secys

ssues in fnure,

*Coeroctive maintenance™ hobdes modifications snd uparades dene in order 1o commect o fx

faslts, erors and bugs, which e eiher decoversd by the Customer of canciuded By usar amer

Fanoets

Responso time means the tims slapsing Batween Ihe seporting of an lssus by & Cunlomer and the

ratponia rom a Soyifs Techrioal Support Senvices engineat ackrowledging receipt of the reportad

Iszue.

Diagnosis time mests fa lime daping batwasn v Responss liss and e disgross of $o

Izsun mode by Seytt's Tachnical Support Servoes.

“lsyue™ munns eiher

#) A@iue of the Softwars to condorm o S speciicaticns sel out In the documentation reiating
10 hs! varsice of the Software, resadtng In the IrebiRy 1o use, o mstricion in the 8e of s
Sclware, or

b) A problemn in curren feales raquiring new procedcres, clarficalions, sddioral rfomsation
andioe requasts for produd erhancements. :

"Resclution or patch or Bug Fix" meens ether o software modification cr additon Mat. when

made or added 80 the Sofiware, comects an ESSue, or 3 Proceduns of rousing that, when obtserved in

the regulsr Istallalion or opemtion of the Soltware, alminates tha prackcsl sdverse affect of the

xaus on you,

www.<cytl.com

“Current Software Version” means the mos! recently released commercially avalable version of
the Software al the time a Customer Support Contact relates a particular support incident to Scyl
hereunder.

“Supported Versions”. SCYTL' cbligations with respect lo the Mainlenance Services shall apply
only to those versions of the Software that are within one (1) year time frame of Current Software
Version,

“Hosted System® means &Mmmmwsmmtuhbmmbmwm
Custorner may access it over the intemet from anywhera at any time.



2018-2022

SC0E Softmare Comomson
S48 Bary Conter Orive
Gulte 525

aSastmalgaoy Tempa, FL 33600

For The Poricd From Octobar 1ot 2018 They
Seplember 300, 2019

For ERling Cunstion Plaass Ca 513-835-7538

Invoice

*  "Upgrade® means a reviton o change of verson of the Software refeasad bry Soytl o 81 and user
customars gererally durhg the Suppert Services Term, 10 sdd ew and difTerent fusctions of to
Increase the capacity of the Software,

¢ "Malntenance Release” is & redease of or for the Software, that indudes the mast recest Paiches and
Upgrades.

*  “Curreet Softwane Viarsion™ moans the ot recently released, commerdially avalable version of the
Software at the time 2 Castumer Sepport Contact relates 2 particular suppart Inddent to Soyth
hereunder,

*  “Supported Verslons™ means SOTL's obligatisns sith resgect 1o the Malsssnarcs Sorvices, which shall
pply oty 12 thees vershong of the Softwart 141 are withis one (1) year tine frame of $ie Corrent
Software Vertios,

*  “Heotad Sywam® meares S0fMware hosted by Syl axternaly In B cita cemier 82 which the Customer
My bty It Over the Intemet rom amywhens ot sty Sme,

*  "Amual Pool of Hours” seass the number of sepport hours a5 captured In the contract. Suppart hours
may Indude application Mew to” questions, onent nodPcasons and technica support. Agplication
Issues 36 3 resuk of Soytl praduct updates and hosting are not deducted from the peot of hours.

-~ V VSR Y - i -

CEIVED
11 2%
Yo
Total USD 73.7¢3.00
PeymentaiCredits Us0 0.0
Batince Due USD 73,7000

REFURENCE NUMBER
COMMISSIONERS COURT
COMMUNICATION

PACE 10F 12

DATE  09/2972020

——a————

SURIECT:  APPROVAL OF EXTENSION AMENDMENT TO THE CONTRACT
BETWEEN TARRANT COUNTY AND SOE SOFTWARE CORPORATION,
D/B/A SCYTL FOR THE ELECTION NIGHT RESULTS PLATFORM

e

IMISSIO CTION RE D:

It is requested that the Commissioners Court approve an Extension Amendment to the Contract
between Tarrant County and SOE Software Corporation, d/b/a Scytl for the Election Night Results
(ENR) platform.

BACKGROUND:

On October 15, 2019, through Court Order #131331, the Commissioners Court approve a contract
amendment that extends the agresment for Election Night Reporting (ENR) Web 02, effective October
1, 2019 through September 30, 2020,

With approval, this amendment extends the term of the agreement from October 1, 2020 through
September 30, 2021 for a total amount of $27,886.00. The approval would also allow for an additional
one (1) year repewal starting on October I, 2021, through Scptember 30, 2022, for the same annual
license cost as the first year.

I'be amendment s attached for approval and signature. The Criminal District Attorney's office has
reviewed the amendment as to form.

EISCAL IMPACT:
The annual license of $27,886.00 has been budgeted for and is the same amount of previous years,

SUBMITTED BY: | Eleaions Admissstnation PREFARED BY: | Hesder Garca

APPROVED BY:




November 3, 2020
Election Results
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View a Cumulative Report
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e Cumulative Reports listed on
Tarrant’s web page

e Click on View a Cumulate e R

Report on Tarrant’s web page == @ @i iRl
e Cumulative PDF created by == Sl

-------

Microsoft Reporting Services

11.0.0.0 from web page i

P R

e While doing a search on cell "

prone cumuiative report §
shows to be on L

TarrantCounty.com




View the graphical Election Night
Reporting Tool (ENR)

£ -
‘g e d o TR

. . . : *November 3, 2020
o G raphlcal EleCtlon N]ght Jomgeneral, and Special Election
Reporting Tool (ENR) listed on L Ty

Tarrant’s web page

e Click on graphical Election
Night Reporting Tool (ENR)
listed on Tarrant’s web page

e Election Night Reporting Tool
(ENR) directs age to
ClarityElecitons.com

e Clarity Elections property of
scytl.us




Viewing Official Results from
ClarityElections.com | Scvtl.us

e From ClarityElections.com | scytl.us
voters can view official results from
election as a cumulative report PDF
file and precinct report PDF file

e Once reports are selected voter is
directed back to Tarrant’s URLs below

e Cumulative Report: http://
access.tarrantcounty.com/content/
dam/main/elections/2020/1120/

reports/cumulative.pdf

e Precinct Report: http://

access.tarrantcounty.com/content/
dam/main/elections/2020/1120/
reports/precinct.pdf

WK DAL M AL

. -
o el Lo TR
| *

{ November 3, 2020
Joint*General, and Special Election




Resources

Tarrant County Archives - https://www.tarrantcounty.com/en/

elections/election-archives/2020-archives/November 3 2020-

Election Results.html

Election Night Reporting Tool (ENR) - Clarity Elections htt

Ds://

results.enr.clarityelections.com/TX/Tarrant/ 105205/
web.274956/#/summary

Clarity Elections - Scytl - https://scytl.us/

Will They Steal the 2020 Elections? https://www.youtube.com/

watch?v=pCSAHEQOY75E&list=PL6ANpEeO1X_OdGF-
Ogm90i1xhpOdSNTgR&index=4



http://www.tarrantcounty.com/en/
http://www.tarrantcounty.com/en/
http://www.tarrantcounty.com/en/
http://www.youtube.com/
http://www.youtube.com/

EPOLLBOOK

TARRANT ENDS CONTRACT WITH VOTEC;

AND SIGNS WITH TENEX IN 2018

s ”\.\
i i COMMISSIONERS COURT

W COMMUNICATION

REFERENCE NUMNIN

PAGE 1 OF 6

pate  OS/ORZ2018

SUBIECT:  RKP NO. 2018070 - ELECTRONIC POLL BOOKS - ELECTIONS
ADMINISTRATION - VARIOUS VENDORS - PER CONTRACT TERMS

M 3 RI A N

it s requested that the Commissioners Court award RFP No. 2018-070, Electranic Poll Books, for
Elections Administration, to the following vendors at the per contract lesms:

Prmary Tenex Software Solutions, Ine,
Secondary  Hart Intercivie, Inc.

BACKGROUND:

Notice of the County s infent t0 bid was adverdsed in local sewspapers, &3 required by Stale statute, and
posted on the Intcrnet, the Arlington Black Chamber of Commerce, the Fort Worth Hispanic Chamber
of Commearce, the Fort Werth Metropolitan Black Chamber of Commerce, and the Tarrant County Asian
American Chamber of Commerce. Twenty-eight (28) vendors were contacted and requested to
participats in this proposal process. All documents pertuning to this RFP were posted on the Tarant
County website and were downloaded by interested parties. A maadatory pre-proposal conference held
on March 9, 2018 was attended by seven (7) vendors as well a5 represestatives from Elections
Administration, Informatien Technology, and Purchasing, Five (5) proposals and one (1) ne-bid were
received.

Proposals were evalusted by Elections Administration, Information Techrology and Purchasing
representatives. Evaluations were based upon the crilena and processes sct forth in the RFP.  DemTech
Voting Solutions was desmed non-responsive for faiture to meet a voler check-in requirement as
required, Votec wis doemed non-respeasive for failure to provide the required information about their
pan list and thewr detection and reparting of suspicious behavior,

The top three (3) scoring firms were invited to provide demenstrations 1o the evaluation committee. The
committes rescared those firms based on the criteria and peocesses s2t farth in the RFP specifications.
Hant Intercivic, Inc. and Tenex Software Solutions, Inc. were asked 1o prepare a Best asd Final Offer
(BAFQ). Scores were recalculstod after ths BAFO,

Tee term of the contract is thirty-six (36) months, effective May 15, 2018, with two (2) options for
renewal periods of twelve (12) months cach.

SUBMITTED BY: | Murchesng PREFARED BY: | RiaC. Pauley, CPO
APPROVED BY;

REFERENCE NUMBER

COMMISSIONERS COURT PAGE 1 OF 17
COMMUNICATION

pare: 05/152018

s

SUBJECT: APPROVAL OF CONTRACT BETWEEN TARRANT COUNTY AND TNFéNEX
SOFTWARE SOLUTIONS FOR THE TARRANT COUNTY ELECTIO

ELECTRONIC POLLBOOKS

i 1583 and Tencx
It is that Commissioners Court appeove the costract between Tamant County
SoﬁmeSoIM’ for the Tarmant County Elections clectronic poll books. The Commissioners Court
finds that this purchase constitutes a public purpose.

BACKGROUND:

In preparation for cach 'st.&eMmAMdstpaﬂiciqaumﬁum
configuration mdmﬁn;o’fe:ipety-m (92) voter check-in workstations (electronic poll books) to be
used during Early Voting. Appminndy.mhmdredeighty-ﬁve(w?)mnll.lbuho\l:smvwed
omasiny(w)touimtymdaypaiodinnlin:allsoluﬁmbllovy'mfotmnonseanﬂymmok
and to coardinate between various internal technology divisions. In addition to the electronic poll books,
WWMhMmd(M)mﬁvemed(wO}pmmdpnmmwmdm
distributed 1 designated polling centers on Election Day.

Wlmavmum'vesdmypdlingccnmonBlecﬁmDuynndwisbuwvow.lhev_otcn!ustcbcd;i.n
with #n election worker who verifies the voter’s registration. Curreatly, _‘wvuestvmﬁ'amnmu
mants! mqudmthemaohpapa-bmdﬁwtnllbook. Dmng_EaiyVou:};whuavom
animuuypoﬂingoenwndwisbeslom.ﬁevotermnnebodcinwthmclecumwdocrwiw
verifies the voter's registration. The Early Voter verification process is electronic ard requires the use
of an electronic poll book.

On May 8, 2018, the Commissioners Court, through Court Order #127634, awarded RFP No. 2018-070,
Elsctronic Poll Books, for Elections Administraticn, to Tengx Software Solutions, Inc.

With the approval of this contract, Tarrant County will replace the existing paperbound poll beoks with
a more modemized check-in solution for voters at polling sites. The electroaic poll books will combine
election voter registration, mobile devices ind enterprise mobility management. The reduced size and
weight of this equipment will redace the operational cost in transport of equipment. This technology
will also enable Tarrant County, if decided in the futare, to participate in the countywide polling place
program.

SUBMITTED BY: | County Judge PREPAREDRY: | Natalic Rose
APFROVED BY:

— —




PORTIONS OF 2018 CONTRACT

Tenex Software Solutions, Inc. Precinct Central ePollbook

Tenex Software Solutions, Inc.
Precinct Central ePollbook Contract

This contract (“Agmement”) is enterad into as of May 3™, 2018 (the *Effective Date and
between Tenex Saftware Solutons, Inc., a Flosda corporatian, Faving its principal ph?:ebL business at
3402 W Lauret Street, Sulte 206, Tampa, Flonds 33607 {"Tenex" “Vendar® or “Company "), and
Tarrant County, Texas, headquartered at 100 East Weatherford, Suite 303, Ft. Worth, TX 76156
("County™), and governs the provision of the Precinct Central ePoilbook Solution (the *Solution” as
@efinad herein) by Tenex to County, and the e of the System {32 defined below) by County,
together with related services provided by Tenex to County, oll n accordance with Its terms, For
convenience, Tenex and County are sometimes referred to in the Contract Documants as *Parties”.

1.0 DEFINITIONS

The following definltions will apply

a, System. "System”™ means the individual modules or products that make up the system. The
overait system suite s known as “Precinct Central®

b. County Data. "County Data” means eny of the County’s information, documents, or
electronic files that are provided to Tenex including Dection and/or Voter data,

€. Service. "Service® meang Tenex's wark product necessary for providing electronic Chedk-
ins, voter processing and election redated functions '

€. Support. “Support” means the angoing senvices by Tensx to support & malntoin the
System as defined below,

¢, Solution, "Solution® means the Precinct Central ePollbook system provided by Tenex,
urder the Agreement, Inclusive of ol hardware, Software and services required 10 make the
Precinct Central ePolibook system fully functionad

f. Contract Documents. “Contract Documents™ maans this Agreement, including all exhbits
and attachments

g- Agreement. “Agreement” shall mean this software purchase agreemant document,
induding ol exhibits and attachments hereto, This agreement is In response 1o RFF 2018-070
far Electronic Poll Books, Copies of RFP 2018-070 and Vendor's response to said RFF are
attached herein &s Attachment B.

h. Deliverables. “Defiverables® shall mean any producis fumished or services provided by or
through Tenex under the Contract Documerts,

I, CAS, "CAS" gr "Custom Appiication Software™ meens custom software components of the
Saolution developed by Tenex and requirad to fulfill the specifications In the Contract
Documents including, but not limited to, parametric Instructions, program scurce statements,
ard customization of standard software components, CAS does not ndude software develeped
by other or third parties (TTFS®),

j. TPS. “TPS*" means the software compaenents of the Solulion other than CAS, including
computer program, documertation, updates and related materlal Software developed by
ontities other than Tenex.

k. Software. "Software” means A collection of computer programs, codes or data used to
direct the operation of 3 computer or IPad device, Induding any documentation giving
instructions on how (o use them, including CAS and TPS,

m, Accoptance. “Acceplance” means written acceptance from County of Deliverable(s)
provided by Tenex under the Agreament follawing successiyl compintion Of Aocaplance testing
of the Solution by County. Pasyment, progress or partal payroent, or partial use of the
Solution by the County shall not constitute scceptancs of Deliverables not fumishec,
implernented ar operating in accordance with the requirerments of the Contract Documents,

1XTcnacx

o, Contract Price. “Contract Price™ means the maximum price to be paid Ly County for all
Deliverables to be rendared by or through Tenex under the Agreement for all Deliverables,
inchyding a fully implemented and fully functioning Solution 35 described in tha Contract
Documents, togethar with the cost of the Waranty Perind following Acceptance,
p. Pracinct Central or Purchasad Product. “Pracnc Central™ or "Purtnhased Product”™
means the complete solution for maintaining voter ks, voter efgidility to cast a vote, capture
=8 and maks consolidated and individus!l reports availlable o the County. The full
features of the moftwere for the perposes of this Agreement and [icenes are outhnes m Section
A of this agreement and In the Contract Documents,
1. Warranty Period. “Watmranly Period” means the 3&-month perod after Acceptance of the
Sotution by County during which period Tenex will correct any material deficiencies in the
Solution or Deliverabies at Tenex's expense. Addtionally, County has the option 1o extend the
wamanty for two (2) addtional twelve {(12) month pencds,
t. Prime Time Hours. "Prime Time Hours™ means any time during the 30 days prior to
clection day, election day, and twenty-ona (21) days after election cay.
3 Major Downtime. "Major Downtime” means problem(s) with Precnct Central or ita
components which significantly Inlerfere with the funclionality or rellability of s operations or
intended purpose.

3.0 SOFTWARE LICENSE & SERVICE AGREEMENT

3.1 License and Use Restrictions

In accordance with the terms of this agreement, Tenex grants to Tarrant County and Tarrant County
from Tenex a nonexclusive and nontransferable licerse to use the Product 25 described in

S A, in non-printed, machine-readable form on the Network System for use only by Authorized

Users for the Contract specified duration of time,

3.2 County Data

All materials, documents, data, or information obtained from the County data files or any County
medium fumished to the Vendor in the performance of this Contract shall 2t 2l times remain the
property of the County. Such data or information may not be used or copied for direct or indirect use
by the Vendor after completion or termination of this Contract without the express written consent of
the County. Tenex shall retum all materials, documents, data, or Information, incuding coples ta the
County at the end of this Contract,

3.3 Security

Al performance under this Contract, shall be In accordance with the County's security requirements,
policies, and procedures, Vendar shall at all timas use Industry best practices and methods with regard
to the prevention, detection, and elimination, by all appropriate means, of fraud, abuse, and other
Inappropriate or unauthorized access to County systems accessed In the performance of services In
this Contract.

The County agraes that it will take appropriate action by Instruction, agreement or otherwisa with lts
employees or other persons permitted access to licensed software and other proprietary data to
satisfy its obligations in this Contract with respect to use, copying, modification, protection, and
secunity of proprietary software and other proprietary data.

3.4 Patches and Updates

Vendor will control and distribute 2l critical patches, updates, and upgrades to i0S and appéication
software In the vendor provided Solution for duration of the Temm (section 8.1). Included updates and
upgrades are anly for any changes of necassity such as an ePollbook update based on a Texas law
change. Updates or upgrades asked for by the County for new features, additions, or enhancements
outside the scope of necessity will be assessed by Tenex and billed separately at a negotiated rate if
needed. County must provide prior approval for deployment of vendor provided updates.




26.0 COUNTERPARTS OF THIS AGREEMENT

This Agreement may be executed in counterparts, each of which shall be deemed to be an original of
this Agreement.

Section A-Precinct Central Product Description

Precinct Central is the mast flexible and comprehansive electronic poll book solution available today.
The software runs on the iPad hardware platform and requires no other peripherals for driver license
scanning and signature capture. The three modules of Prednct Central are described below.

Precinct Central Touchpad (iPad App)
The Precinct Central Touchpad is the election worker interfacing application that runs on the iPad, The
primary function on this module is to facilitate the voter check-in, handle advanced check-in scenarios,
such as address changes and provisional voting. The following items describe the features of this
module.
« Runin early voting and election day modes
Voter lookup by scanning a driver license or state issued identification card
Voter lookup using advanced search features
Voter lookup using bar-code enabled voter information card or sample ballot
Searching of state-wide voter registration systems (where avallable)
Verifying voter eligibility based on election specific criteria
Identifying voters that need assistance in voting
Identifying voters with absentee ballots requests (returned or just requested)
Identifying voters with any other special circumstances through commenis
Voler eleclronic signature capture
Verify current voter signature with the signature on file (where available)
Identifying baliot type and ballot style
Validating ballot style issued by scanning 3 pre-printed ballot stub
Issuing and tracking of provisional ballots
Ability to issue a manual provisional when needed in unigue situations (such, as a challenge to
voter clighility)
Issuing & provisional in a voter not found situation - allowing complete entry of all relevant
information when a voter is not found, identifying the correct ballot style, and issuing a
provisional
Allowing and tracking spoiled ballot information
Allowing onsite address changes for voters moving within the county
Allowing onsite address changes for voters moving from other counties
Ballot-on Demand interface for early voting
Address lookup for precinct verification and directions
Tracking voters transferred to corect voting location, with any address changes completed
Reporting of totals by device and lacation - including totals by provisional and spoiled ballots
Reporting of all check-ins on the device or at the location, with various filters
Printing a voter check-in slip complete voter details and ballot style information
Printing of voter transfer slip for voters transferred to correct voting location
Printing of list of voters checked in directly from the iPad - for purposes of posting
Printing of check-in totals at the beginning of day.
Printing of check-In totals at the end of the day.
Side-ways communication for in-precinct communications.

T A Y e ——

7.0 INTELLECTUAL PROPERTY

7.1 Intellectual Property Ownership
Tenex Software Solutions, Inc. owns the entire copyright, titte and Interest in the fellowing content

(“Content”):
< Precinct Central Sulte including the Touchpad, Console, and Data Studio
- Election Response Help Desk Management System

County wll! own or secure all nacessary rights to copyright, trademark or cther intellectual property to
any materials it submits to Tenex Software Solutions, Inc. for use in the Services.

Nothing In this section will affect ownership of Intellectual property created and owned by any entities
not a party to this Agreement and not pursuant te an agreement with Tenex. Prior agreements for
other products will not be affected by this agreement.

Precinct Central Console
The Precinct Central Console is the IT and Management staff interfacng application that allows

Touchpads to be controlled and monitored. The primary function on this module is to aggregate voter
check-Ins; act as the central repository for databases and perform command and control functions.
The following items describe the features of this module.

Device registration and activation

Device monitoring when idle and non-operational

Monitoring views of all iPads allowing real-time tracking of any issues

Reports for voter check-in activity including information on provisional baliots and spoiled
ballots

Auditing views with informaticn on processing times, user activity, and statistics
Heartbeat monitoring with information on battery status, user status and data status
Setup and configure data for election

Pre-glection over the air data package loading

Post-election over the air data package unioading

Poll worker payroll moduie

Precinct Central Data Studio
The PC Data Studio module is designed to run at the client site managing t
providing near real-time updates to Precinct Central for Early Voting and Absentee changes.
following items describe the features of this module.

« Data conversion for level-0 data load into Precinct Central

« Real-time / batch data updates from voter registration system for address changes, name
changes, status changes, absentee changes
Real-time / batch update to voter registration system for voting history and absentee changes
Real-time / batch cancellation of absentee ballots (mailed or requested)

All check-in information updated to central server
All check-in information distributed down to each iPad in real-time from central server

Voter credit

he data transfers and
The
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Grants from Big Tech to Purchase Vulnerable Election Infrastructure

g |\
NEFERENCE MU
COMMISSIONERS COURT S — % CENTER EOR
COMMUNICATION — EC H AND
SATE 11032000 g \/ | F =

SUNRET. ACCEFTANCE OF A GRANT AWARD FROM THE CENTER FOR TECH
AND CIVIC LIFE FOR THE TARRANT COUNTY ELECTIONS
DEPARTMENT

e O q h" 2 " LA

It 1s requesied that 1be Commissionen: Count scospl The Comer for Toch ung Crvic Lafe nt awurd
for the Tarrant County Flectsone Dapactment fo plan ond opemite s safe md seowe dection in Termnt
Coumy in 2020.

ACK IN

On Sepermber |, 7020, The Cemer for Tech s Clvic Life annowscad Prisclls Chen md Mark
Zuckerbery committed $300 million to the organization to promote safe and reliable voting daneyg the
COVID-19 pandentic, The committed finds haye becn distributed o local junsdictions acmss e
coantry 10 belp ensure thepe are ndequate lovels of stafling, training, ssd syuiy » cvery cligitle
voter can participute in s safe sad tanely way end have Sheir vete countod

The awarded finds can only be utilized for specific election peeds.  Eligible costs mclude, bat wo not
limeied o, ?:nml l’mwcuvc Equipmesa (PFE), poll workes recogiument Fusds, hasard pay, tsning
exy fur exely voting or slectias &y and temporary staffing.

it Chad ] —_

Eligihle exponses must e incurred betwoen Juns 15, 2020 and Desamber 31, 2020.

This grant swaed has boen spgroved by the Dudget and Risk Mmagoment Office and e Audtor's
Office.

EISCAL IMPACT:

The grant wonrd is foc $1 678,522 50 for FY 2021, Ne loeal matceh i rquired

AFMOVED AY

| SUSMITTED 5Y Flm-muﬂm'cm“ PREPAREDNY: | Koodie Dewne

L

Odober 12, H20

Tarmaet County, Texas
Erections Adminlstrator
2700 Preevier 9

Fort Worth, Tx 26213

Dear 8 Glen Whithey,

1 am pleased 1o intarm you that boted on and in refianco woon the infermetion and materisls
providee by Tareet County, e Tenter Tur Trch andd Owte Life (CITLYL A socgraint
afganitation tac-evermpt ander Intarnzl Reyerue Code |I8CT) section SOEEH 3L, hus docdad 1=
award 3 grant ta seppert the work of Tarrant County ("Grantes™)

Tha Tollowing is 3 descripuan oF thi grant
AMOUNT OF GRANT: 51 678.522.50 USD

PURPOSE: The grant fancs must be uzad exclusively for the public purpose of slansng and
cperetioniliting safe and seture clection sdministration in Turret Cognty in 2020 | *Pirpose”

Before CTCL transmits thesie funds to Gractee, CTCL 1aquines that Gramtee review ind sign ths
agreonent ["Grant Agroenent”| avd agree 10 wse the grant funds in compiance wah the Geamt
Agreement and with Unfted Stabs Lex kows wred the lows ard rogulstions of your state and
parigdiction ["Appirahle Laws™). Specically, try sgning thic lotter Grames turtifies and 3grees

to the fellowing:

L Gramoe Is 2 lota) gosermment unit or political subdiasion within the meaning of IC
soction TN 1)

7. This grant shall be usa! only tar the Purpose described aboss, sed for no ather
purpoaes




3, Grantes has Indicated that the amowint of the grant shall be expended on the
follpwing spocific election administration needs: Drive-through voting, Hection
department taal estate costs, o¢ costy assaclited with 1atellite efection depariment
offices, Non-partsan voter education, Personal protective equment (PPE] for staff,
poll warkers, or voters, ['all warker rocruitment funds, hazard pay, and/or trairing
expenses, Poling place rental and cleaning sxpenses for early voting or Election Day,
Temporary staffing. Yoling materials i languages other than englah, Vote-by-

Al Abseniey Wating squipmont o suppiies, and Eection admimiatration equipment.
Granteo may allocate grant fuads among those noeds, or to othar punlic purposes
st in the grant appleation, withaut further neties to or permissios of CTOL

4. Grantee shalf nat use any part of this grant to make & grant to another organization,
excapt i the case whese the organization b a boGil government unit or golitics!
subddasion within the measing of IRC section 1704d(1) or 3 nonprofit organization
tax-exempt under |RC section S01(chl3), and the subgrant i intended t accormglish
the Purpose of this grant. Grantoe shill take reasonable steps to ensure that any such
suligrant is usod in a manner consstent with the teems and coaditicns of this Gran!
Agreempent. including regsiining that sibgrantes agrees in writing 10 comply with the
tarms and conditions of this Grant Agreament,

5 The grant progect pedod of June 15, 2020 theough Decambar-31, 2020 represants tha
tates hetween which coverad cous may be appled to the grant. The Grantee shall
expeid the amount of this grant far the Purpose by December 31, 1020,

6, Grantee |y authorized to recefve this grars from CTCL and vertfies that [a) the recuipt
of thes want funds Jos not viokata any Applicible Laws, and (b) Grantee has taken
all required, reasorahie and nec=ssary stens Lo receive. acoept and etpend the grant
in accardance with the Purpass and Applicable Law,

7. The Grantee shall produce 3 beief repart exalaining and docurmenting how grant funds
have baer @xponcad in support of the actadties described in paragraph 3. This repoet
shafl ba sent 10 CTCL v Latar than January 31, 2021 in 3 format approved by CICL ang
shaf! incfude with the report o signed certification by Geantea that it has compfied
with all tarme and conditions of this Grant Agreement.

A This grant may rat supniant pravicasly agproprizted funds The Gantee shall not
reduce the budget of the Elections Administrator |“the Election Department”) or fail
(G apglopriate or proyide prevoudly budgeted funds to the Election Oegartment for
the term of this grant, Any smeunt supplanted, redaeced or not provided in
contravention of this patagrapy shall b repsd ta CTTL g 1o the total amsunt of this
yrant,

2, CYCL may gucontinue, madty, withhold part of, ar ack for the return all os part of the
grant funds if 1t determines, inits ole judgment. that {3} any of the abose terms and
rorditians of this grant haye not been mat, or (b) CTCL o required to do o to comply
with applicable laws or reguiations.
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Thursday, January 7, 2021

CTCL COVID-19 Response Grant Report

Name Heider Gmecia

Ermail higareln@fearranteountycpm
Sbb Toray

Jursdiction Nama Tarrant County

Office Name Elections Adminstration

1. Totz! CYCL COVID-19 Response 167852250
Grant received;

Z. Please indicate how much of the grant funds were spant on the fallowing public purposes
between the dates of June 15, 2020 and December 31, 2020,

S Amount

W, Baliet drop baxes

b, Drivethvough votng

<. Porscral protoctye equprsent [PPE) for 13390041
staff, pail workers, or roters ) X

4 Pal worker recratreont funds, kazard pay,
and/of Taicing nxperses 125528.83

# Polling place rontal and cleaning expermes 1750559
. Tomporary statfing support 99340525
0. Bection dopartmontreal éstuts cosls, o

costs associated with satelite slectice

I Vede by-mall Absertee voling equipment oL
e h 2232478

|, Election administraion equipment 8542550
| Voting masterisds n languages other than
Englizh

. Nor-parsan voter education

3, Total grant expenditures on 1282979 1
sections 2a-2%:




